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General Information
Overview

The information provided in this document supplies the reader with a description
and all the necessary technical information in order to connect, receive data and
disconnect with United Stationers’ private mailbox facility.

General Information

The actual data movement from United Stationers is accomplished with SFTP
(Secure File Transfer Protocol), using an encrypted SSH connection. The
customer connects to United’'s FTP mailbox system and then executes a short
series of SFTP commands or utilizes an SFTP client to download the ECDB 2.0
data. For technical information on ECDB 2.0 please review the ‘Technical
Documentation’.

SFTP Clients
United recommends the following SFTP clients, which have been tested and
verified to work with United’s FTP mailbox system. Any FTP client that supports

SSH can also be used.

= WiInSCP - Free (http://winscp.net/eng/index.php )
» SecureFX — Purchase (http://www.vandyke.com/products/securefx/ )

Support

For any questions and support, please contact United’s Customer Technical
Support at 1-800-733-5555 or TechnicalSupport@ussco.com
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Overview

WinSCP is an open source free SFTP client and FTP client for Windows. Legacy
is also supported. Its main function is safe copying of files between
remote computer. Batch file scripting and command-line interface

SCP protocol
alocal and a

WinSCP

is also available.

Installation

WiIinSCP can
‘Installation p

be installed from http://winscp.net/eng/download.php. Select the
ackage’ from one of the WinSCP versions. You will be prompted

with the following:

File Download - Security Warning

Do you want to run or save this file?

Mame: winscpdl1setup,exe
Type: Application, 2,17 MB

From: superb-east,dl.sourceforge. net

Bun ][ Save ]| Cancel |

YWhile filez from the [ntermet can be uzeful, this file type can
o potentially harm your computer. [F pou do not trust the source, do not

run or gave this goftware, What's the risk?

Select ‘Run’ and use all the defaults to install WinSCP onto your computer.
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WinSCP

Setup

Start the WinSCP application by clicking on the WinSCP icon on your desktop.

WinSCP Login

Session Mew
Stored zezsions
Logaging

E reviranment
Directonies
SFTP
SCR/Shell

Connection

Prosy Mew folder. .
Tunnel

S5H Set defaults
K.ey exchange
Authentication
Bugs

Preferences

Advanced options Tools...

[ About, .. ] [ Languages] Cloge

i

The WIinSCP Login screen will display. From here you will setup your connection
information to access your United mailbox. Select ‘New’.
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WinSCP

Setup (Continued)

WinSCP Login
Sezsion Session
Stored sessions Host name: Port nurber:
!_l:ugglng |$ftp.ussn:c|.cclm | | 10022 % |
Errvironment
Directories U zer name: Pazsward:
SFTF
SCP/Shell |SAMPLES JEs====== |
ED”;ECHDH Private ey file:
Ty
Tunnel | E”
SSH
K.ey exchange Protocol
Authentication File protocal:
Bugs -
Preferences
Advanced optionz
[ About. .. ] [ Languages ] I Login l [ Save... ] [ Cloze ]
Host name: sftp.ussco.com (production)

Stage-sftp.ussco.com (test)

Port number: 10022
User name: Case sensitive, your United supplied mailbox ID
Password: Case sensitive, your United supplied mailbox password

Private key file:  Blank

Protocol: SFTP, uncheck ‘Allow SCP fallback’
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WinSCP
Setup (Continued)

To set the default local and remote directories, select ‘Directories’ under the
‘Environment’ group. To default to the ECDB 2.0 folders every time WinSCP is
started, enter a /' in the ‘Remote directory’ field. You can also select the default
local directory in the ‘Local directory’ field.

WinSCP Login
Sezsion Directories
Sturell:l SRl [ Remember last used directany
Logging i
Erwi Hemote directany:
rinanment
B |
SFTP Local direchary:
SCP/Shell
Connection | S alel E”
Prrosy Local directory iz not uzed with explorer-like interface.
Tunnel
55H Diirectory reading options
Key exchange Cache wisited remote directories
Authentication .
B Cache directony changes Femanent cache
Freferences Resalve syrbalic links
Advanced optiohz
’ About... ] ’ Languages ] I Login l ’ Save... ] ’ Cloze

Select ‘Save’ and check the ‘Save password (not recommended)’ check box.

Save session as

Save zeszion as

| 5ok PLE Sisftp. uszco. com w |

Save pagzward [hob recommended]

[ k. ] ’ Cancel l [ Help ]

Selecting OK will bring you back to the WinSCP Login screen.
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WinSCP

WinSCP Login

WinSCP Login

Session M
Stored sessions —
E resironment
Directones
SFTP =
SCP/Shel
Connection -
Tunnel
k.ey exchange
Authentication
Bugs =
Preferences
Advanced options [ Tgals. ]
[ About. .. ] [ Languages ] Save...

From the WinSCP Login screen, select a session to login into and select ‘Login’.
Upon a successful login the main WinSCP screen will display.

"3 J - CTSGROUP@sftp.ussco.com - WinSCP

Local Mark Files Commands Session Options Remoke Help
Rl - 21 K Fpefaut L
: -G ie - = - i3 6 (@ 9 <root> - Em P4 - = - 1G4 Gd Y [@ | T

Marme Ext Size  Type Che s Mame Ext Size  Changed Righ #
) Content File Folder aiz2c ICmedlogos 12031/1969 7:0...  rwxr
() Contracts File Folder afte | | ICmedmsds 120311969 7:0...  rwexr
) Copy of wiseinstall File Folder 3f1¢ IChmedsgion 120311969 7:0...  rwexr
[ Crystalreports File Folder 1ojz Lmedsgz40 12/31/1969 7:0...  Par
[C)Cuskg File Folder zraf [Cmedsg400 12/31/1969 7:0...  Far
[C)DCR Test Interlink Orders File Folder 101 [Cmedsilion 1203171969 7:0...  rwxr
[CDCR Test Unilink orders File Folder 104c ICmedsiz40 120311969 7:0...  ner
[CIDCRTests File Folder 11)z [Cmedsi40n 12/31/1969 7:0...  Faxr
[ Documents and Settings File Folder =1k [Cmedsymbl 120311969 7:0...  ner
[C)EA Management File Folder 1147 il 120311962 7:0.,,  rwsr
Checdbz File Folder 2121 [CExmicats 12031/1962 7i0..,  rwsr
[CECDBZ0 File: Folder 55! [E=miitems 12/31/1969 7:0...  rwsr
[Cecdbtest File Folder 1f25 IChxmirelns 12031/1969 7:0... rwxr
[CECT Invoices File Folder 21z Iy xmlsampl 12§531/1969 7:0... raxr
[CELINKLOGS File Falder iz IChxsd 1203101960 7:0...  rasr—
[ R N Y Cilm Emldme atnc ™ v
<5 | 2| <5 | |
OB of 1.591 MiB in O of 207 OB of 0B in0of 32

«#* FZ Rename 55 F5 Copy ; F& Move ﬁ‘( F7 Create Directory  3< FS Delete 5 F9 Froperties L FLO Guit

O peration Source D1 estination Tranzsfered Time/Speed Frogress

= SFTP-3 =1 0:03:28
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WinSCP
WinSCP Login (Continued)

The default mailbox directory will be your mailbox, to view the ECDB folders you
must go to the root of the mailbox by clicking on the root folder icon (71 ).

From here you can drag and drop complete ECDB folders or individual ECDB
files onto you PC. The right side of the display contains the listing of the remote

mailbox and ECDB folders. The left side of the display contains the local
directory. When drag and drop process is initiated the following will be displayed

Copy PX
Copy file ‘smlcatz' to local directany:

Transfer zettingz
Prezerve read-only

[ ] Mew and updated file[z] only [ ] Do not show thiz dialog box again
[ ] Transfer on background [add to transfer queus]

’ Transfer settings... I Copy H Cancel ]’ Help

This allows you to change the local (destination) directory. To initiate the
download, click on the ‘Copy’ button.

Additional Information

For additional information on WinSCP, the following link contains the WinSCP
documentation: http://winscp.net/eng/docs/start.

WinSCP also allows for scripting, for more information on scripting WinSCP visit
http://winscp.net/eng/docs/scripting

For information on running WinSCP from the Command Line visit
http://winscp.net/eng/docs/commandline.
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SecureFX

Overview

SecureFX® lets you choose between SFTP or FTP over SSL (TLS) for secure
transfers, or standard FTP for nonsecure transfers. It has an easy to use,
Explorer-like interface with full support for drag-and-drop file transfers to and
from the desktop and other applications. At the same time, SecureFX provides
you with the power to automate secure file transfers, synchronize local and
remote files, and perform server-to-server transfers.

To review the features of SecureFX:

http://www.vandyke.com/products/securefx/features.html

Installation
To download and install an evaluation copy or to purchase SecureFX:

http://www.vandyke.com/download/securefx/index.html

Follow the instructions for the installation of SecureFX.
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SecureFX

Setup
Select the Quick Connect icon 2

Quick Connect

Fraotacal; SFTP W

SFTP logon

Hosztrame: | sftp.uszco.com |

Eiresall: | Mone il

X

U zernarme; | SaMPLES|

Authentication

[w]Pazzword A J

[w] Publick.ey —

[w]F.evboard Interactive bl J

[] Show quick connect on startup Save sezzion
[ Connect ] [ Cancel

Protocol: SFTP
Hostname: sftp.ussco.com
Port: 10022
Firewall: None
Username: Your United mailbox name
Save session: Checked

Selecting ‘Connect’ will connect you to United’s FTP mailbox, but prior to a
successful connection you will be prompted to enter your password for your
United mailbox.
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SecureFX

SecureFX Login

After you have successfully setup a ‘Quick Connect’ in SecureFX, you can
access it by selecting the ‘Connect’ icon 2. Select the ‘Connect’ icon will
display all the FTP connections you have created, select the connection for
Unied’s FTP mailbox. You will be prompted to enter your United mailbox
password.

Upon a successful login you will be in you mailbox directory. To access the
ECDB 2.0 data click on the ‘7, bringing you to the root directory of your mailbox
and the ECDB 2.0 folders.

&4 SecureFX

File Edit Wiew Options Tools wWindow Help
SRR 20 XE EE % ?
& mailbox (CTSGROUP - SETP) - [ =3
I3 medsg400 # | Mame Size | Type Date Modifi #
) medsi100 [medsi400 Directory 12/31/1963
i) mESSizm I medsymbl Directory 12/31/1969
g e ds"mgl [ xml Directory 12{31/1969
e
= ;"I_:l =¥ [ xmlcats Directary 12431/1960
) xlcats [ xmiitems Directory 1213111969
= amiitems ()xmirelns Directory 123171969
=) smlvelns 1) xmlsampl Directory 123111969
= amisampl Ixsd Directaory 12/31/1969 «
2 sd vl <3 | 3
|33 entries &
?_BSktDD A1 Mame Size | Type Date Modified 8
L) My Documents [CHADMIN File: Folder 9{26(2006 3:02 PM
=9 'f"Y C\;m;n:tecr Batch File: Folder Of15{2006 5:26 PM
& @m.qofmd [dcanada File Folder 7{13{2006 4:48 PM 0
i
& Batch oW File Folder 12{12/2007 11:07 &M
) Canada [S)comcheck File Falder 4/15/2005 2:24 PM
o oW ) Conkent File Folder 8/20/2007 10:27 AM
() comcheck — |Chcontracts File Folder 9/16{2006 9:59 AM
() Content () Copy of wiseinstall File Falder 3/19/2007 4:41 PM
[0 Contracts [ CrystalReports File: Folder 10/21/2004 10:32 AM
I3 Copy of wissinstall (Ccustg File Folder ZI9{Z006 3:42 PM |
{5) CrystalReports [CDCR Test Interlink ... File Folder 10/10f2006 1:23 PM
1) Custy IC3IDCR Test Unilink ard. .. File Folder 10/9/2006 10:51 AM
{C3) DCR. Test Interlink Or [)DCRTests File: Folder 11/242006 11:55 AM
{25 DR Tesk Unilink ords [CDocuments and Sett... File Folder 9{13/2004 10:13 &M
IC5) DCRTests [C3)EA Management File Falder 117/2007 11:17 &M
(23 Documents and Settir | (5EcpRz0 File Folder 5/13{2008 5:22 PM
& EA Management [EECT Invoices File Folder 211212006 12:37 PM =
For Help, press F1
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SecureFX

Additional Information

To automate file downloads using SecureFX:
http://www.vandyke.com/support/tips/schedsfxcl.html

Setting the initial directory in SecureFX:
http://www.vandyke.com/support/tips/nl062004.html

Using VBScirpt for file transfers with SecureFX:
http://www.vandyke.com/support/tips/sfxcldragdrop.html

For information on Command Line in SecureFX:
http://www.vandyke.com/support/securefx/transfer automation.html

SecureFX FAQ:
http://www.vandyke.com/products/securefx/fag/index.php
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